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WHY implement ISO 31000 in your organization ?

» Increased consistency / reliability in decision-making
» Consistency in terminology and processes

» Confidence in dealing with threats, opportunities

» Integrated enterprise wide risk management

» Improved safety, financial, corporate governance
»Demonstration of due diligence in managing risk

» Reduced legal / regulatory vulnerabilities



> I1ISO 31000 is NOT intended to be :-
a Certification Instrument or “Standard”

» ISO 31000 provides principles and guidelines
for implementation but not for certification

»How each organization does risk management
IS up to them



A rose by any other buzz word
» TRM Total Risk Management,

» IRM Integrated Risk Management,

» HRM Holistic Risk Management,

» ERM Enterprise Risk Management

» EWR Enterprise Wide Risk

» Whatever the buzz word, RM is all about — in the face of
uncertainty how well can an organization successfully
understand and manage the opportunities to exploit and the
associated threats that can confront it in meeting OR not
meeting its objectives

» Corporate Governance & Compliance & Due Diligence depend on

demonstrating a strong understanding of risks and appropriate
means of successfully managing them.

P Audits are needed to provide the assurance that measures are in
place and effectively providing the risk control required.



Integration

O All decisions = risk management
d All planning = risk management
d All change management =risk management

[ Risk management must be embedded
Into every aspect of management of the organization

d RMis core to ALL “modern” management
» when decisions are being made
» when options are being devised, framed, evaluated, selected
» not after the decision is made.
Application of risk management CAN NEVER be simply :-
= an after-thought
* a nuisance add-on
= after a decision, buy some insurance



U All aspects of management involve
uncertainty in achieving objectives such as :-
» financial performance targets
» customer satisfaction
» market share
» product life
» reputation
> health & safety
» environment
» quality
O Important Concept of risk “domains” not “silos”

0 Can ALL types / domains of risk be
managed in similar ? same ? ways. HSE ? Q ?



Sample Consequence Scales ( different risk domains)

{ Arbitrary — to be decided by the top policy-making body - Be cautious in comparing across domains)

Category Cost($)
Rating Property Personal Environment Legal Liability Public
Score U‘E rhal Da maI!Ef II'III.II"J' ! Perception
Financial Loss lliness
. 5100 . se rge scaleirreversible Officer [ailed. Forced shut down
G catEStrD phlc Million Mu][rp]ﬁ fatalitiey Ewi ronmental harm. Corporatefine =5 10M. of major installation
latal illnesses Multiplethird party or curtailment of
claims totaling >550M. | operations,
510to 100 Major release of pollutants. Corporatefine 51-10M. | Extended national/
Million Significant, long term Fersonnel fine. internationa
5 Disa ster 1 8 il'lg]E.' Fatality environmental harm. Multiplethird party adverse media
AUDId VEFba| ||"f [ﬂl ]_]n i Release of pollutants toan claims totaling $5M-50M| campalign.
. dlal tiness extremely sensitive area. Parllamentary
descriptors naulry.
51-10 MUlT.'IFrlE geriony Releaseof pollutants to sensitive Corporatefine 5100K- Adverse national
Ma-ur Million [ areas. Immediate offsite 1M, media coverage.
4 J U P Cantamination whichis beyond the| Third partyclaimis)
narmal combatant resources SEO0K-5M
availableatsite.
5100Kte 1 Serous ].1'1_]1.11}’ J | Contamination of property that Corporate fine <5100K. | Adwerse capital city
" Million P - may causeenvironmental harm Third party claim (s} media coverage.
3 SE"DUS iliness minar off site contamination. S100K-500K.
(hospitalisation)
510,000te 51008 | Medical {dUCIUI Contamination of property that Third party claim Local maedia
2 Mlnﬂ'r Treatmenit E:isr:ir.rlt:'lstltdbe a threat to the | <5100K. ;f:-llr: F.;E
L phone)
complaints.
510,000 i ) Contaminaton occurs within the Third partyclaim Public normally
Low Firstaid realment | oo o of protected areas and 510,000 unaware.
1 O‘Ill}" Or even can be managed through normal
no treatment operations.
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ISO31000Fig1
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Principles
(Clause 4)

Relationship between RM Principles / Framework / Process

5.2 Mandate &
Commitment

I

5.3 Design of
RM framework

5.6 Continual
Improvement o
Framewaork

5.5 Monitoring
Review of
Framewaork

Framework
(Clause 5) Arwork © 2009

6.2 Communication &
Consultation

6.3 Establishing the
context

6.4 Risk Assessment

- Risk |dentification
- Risk Analysis
- Risk Evaluation
6.5 Risk Treatment
- Selection of
Treatment Option
- Preparing /
Implementing Plan
6.6 Monitoring &
Review
6.7 Recording the RM
Process

Process
A12 (Clause 6)



ISO 31000 Fig2 Clause5 Components of RM Framework

5.2 Mandate & Commitmen

U

5.3 Design of the RM Framework
5.3.1 Understanding the organisation and its context
5.3.2 RM Policy

5.3.3 Integration into organisational processes

5.3.4 Accountability

5.3.5 Resources

5.3.6 Establishing INTERNAL communication & reporting mechanisms
5.3.7 Establishing EXTERNAL communication & reporting mechanisms

5.6 Continual Improvemen 5.4 Implementation
of the RM Framework of the RM Framework

ﬁ 5.5 Monitoring & Review I]
' of the RM Framework
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ISO 31000 Fig3 Clause6 Risk Management Process [ same as AS/NZS 4360 ]
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ISO 31000: 2009 and AS/NZS 4360: 2004 - Risk Management

:llllllllllllllllllll. Estahlish cuntext ]:
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Overview of Risk Management Process —ISO 31000 and AS 4360

Concurrentwith Phases/ Stages Explanatory Notes Cﬂ"“;;’e“t
each Phase in in for each Phase eacthhase
Column 2 RM Process in Column 2
H Ask the appropriate RISK QUESTION in detail, then
Establish the
Why do we want to be exposed to this
El-l:ll-llul-llulullu llE Context hazard"j"nppnnuniw?
: Risk ASHESH]“““F : of the Risk Specify the Costs / benefits of exposure to this Risk
SEESEEAEEEEAEEEEAEEER L] E‘xpﬂsures
\45""1&'{;,'1'“'{}.'""' éscribe the chosen fisk fully in words |
*| Specity/ Describe the and/or scenario map. Include the chosen .
. - Risk exposures C = Consequence of Most Interest or Most *Monitor
Cummunlcate_ In detail Concemand all details of all credible risk E onito
& . exposures and existing control factors neededto |3 ’E‘
Consult E lead to or produce the chosen Consequence *Review
. Analyse Estimate the size / level of the rnisk by % udits /
_ | Measure/Estimate / estimating the likelihood of all the credible risk weviews
Detalleddocumented ol oo101ate size / level | @XPOSUres and existing control factors being Svaluations
A S L e of Risk unsuccessful and hence leading to the chosenC |3 at
phase " - — - : wach phase
. Evaluate Estimate if risk level is tolerable / intolerable / .
: the Risk level ALARP , _ :
. and decide priorities foractions against corporate | =
. tolerability criteria and action plans "
1
Treat Decide and implement actions for Avoidance /
P Sharing / Controlling the risk accordiffgtgpyright | A.16
agreed Cost/ B¥Hefit criteria




IEC DIS 31010 Table Al- Selection of tools for Risk Assessment

See

RISK ASSESSMENT PROCESS
54 = strongly applicable A= applicable MA = Not Applicable
Tools & Technigques RISK
RISK RISK
IEC 31010 — Tools & Techniques nmricanon ANALYSIS EVALUATION
CONSEQUENCE | UKELIHOOD |LEVEL OF RISKE
Failure mode and effect analysis (IEC 60812) Sh M NA NA M
Failure-smedeeffectand criticality analysis (IEC 60812) sS4 SA 54 5A 54
Fault tree analysis (IEC 61025) 1:) M A A [} A
Harard=nd-amersbHitystodes (HAZOF) (1EC 51882) SA SA NA NA 54
Reliability centred maintenance (IEC 60300-3-11) Sh SA, 54 S8, SA
Markov analysis (|EC 61665) A MA SA MNA MA
Human reliability analysis Sh SA SA SA A
|Pralmisaiy-Farard-analysls SA MA NA NA MA
Event tree analysis P NA 5A SA A NA
i i SA MA NA NA MA
Structured or Semi-Structured Intenviews SA WA, NA WA MA
Delph! Technigues SA MA, NA MNA MA
Checklists SA A NA NA MA
Conseguence/Likelihood Matrix SA SA SA SA A
LOPA SA MA NA NA MA
SWIFT SA S8 S8 54 58
Decision Tree MA S& 58 A A
Bow Tie Analysis MA A SA SA A
it MA SA SA 54 Sh
Root Cause Analysis ™y A N SA 5A A
S& NA NA S8
Envirenmental Risk Assessment SA SA SA SA SA
Scenario Analysis SA SA A A A
Budzsiness Impact Analysis A SA A A A
Cause & Consequence Analysis A SA NA A A
Cause and effect analysis SA SA NA NA MA
Sneak Circuit Analysis A WA, NA MNA MA
Bayesian Analysis MA MA, SA WA SA

D-5



IEC 31010

Table A2 — Attributes of a Selection of Risk Assessment tool

Example type of
risk assessment

Description

Relevance of

influencing factors

method Resources & |Mature & Degree
and technique capability of uncertainty |Complexity
A technigue which starts with the undesired event (Top Event)
Fault Tree and rLj:IEl:ermlnes alll'r.he wla',-'s in \':Jhll:hlt ccluld acour. . . .
) These are displayed graphically in a logical tree diagram. Once the high high high
Analysis fault tree has been developed, consideration should be given to
ways of reducing or eliminating potential causes / sources
Event Tree Using inductive reasoning to translate likelihood of different
o . . med med med
Analysis initiating events into possible outcomes
Cause A combination of fault and event tree analysis that allows
consequence inclusicn of time delays. Both causes and conseguences of an high med high
Analvsis initiating event are considered




Part B Extracts IEC/DIS 31010 - Risk assessment guidelines

B.14 Fault Tree Analysis (FTA)

B.14.10Overview

B.14.2 Use

B.14.3 Inputs

B.14.4 Process

B.14.50utputs

B.14.6 Strengths and Limitations
B.14.7 Comparisons and Links

B.14.8 References



ISO DIS 31000

Clause 4 - Principles for managing risk

Risk management
a) creates value.
b) is an integral part of organizational processes.
c) is part of decision making.
d) explicitly addresses uncertainty.
e) is systematic, structured and timely.
f) is based on the best available information.

g) is tailored / aligned with the organization’s external and
internal context and risk profile.

h) takes human and cultural factors into account.
i) is transparent and inclusive.
j) is dynamic, iterative and responsive to change.

k) facilitates continual improvement and enhancement of the
organization



ISO DIS 31000

Clause 5.2 Mandate and commitment

Management should:
» articulate and endorse the risk management policy;

* determine risk management performance indicators that
align with organizational performance indicators;

* ensure alignment of risk management objectives with the
objectives and strategies of the organization;

* ensure legal and regulatory compliance;

* assign management accountabilities and responsibilities at
appropriate levels within the organization;

* ensure that the necessary resources are allocated to risk
management;

* communicate the benefits of risk management to all
stakeholders; and

* ensure that the framework for managing risk continues to
remain appropriate



5.3.1
53.2
5.3.3
534
535
5.3.6

5.3.7

1SO DIS 31000
Clause 5.3 Design of framework

Understanding the organization and its context
Risk management policy

Integration into organizational processes
Accountability

Resources

Establishing internal communication and reporting
mechanisms

Establishing external communication and reporting
mechanisms



1SO DIS 31000
Clause 5.4 Implementing risk management

5.4.1 Implementing the framework - the organization should:

* define an appropriate timing and strategy for implementing the
framework;

* apply the risk management policy and process to the
organizational processes;

* complywith legal and regulatory requirements;

* documentjustified decision making, including the development
and setting of objectives which are aligned with the outcomes of
the risk management process;

* hold information and training sessions; and

* communicate and consult with stakeholders to ensure that its risk
management framework remains appropriate



ISO DIS 31000
Clause 5.5 Monitoring and review of the framework

The organization should:

* establish performance measures;

* periodically measure progress against, and deviation from the
risk management plan;

» periodically review whether the risk management framework,
policy, and plan are still appropriate given

* the organizations’ internal and external context;

* reporton risks, progress with the risk management plan and
ensure how well the risk management policy

* is being followed; and
* review the effectiveness of the risk management framework.



ISO DIS 31000

Clause 6 Process for managing risk
6.1 General Figure 3 — RM process

6.2 Communication and Consultation
6.3 Establishing context - External & Internal Context
- Of the risk management process itself
- Developing risk criteria
6.4 Risk assessment - Risk Identification
- Risk Analysis
- Risk Evaluation
6.5 Risk Treatment - Selection of Treatment Options
- Preparing / Implementing Treatment Plans
6.6 Monitoring and Review
6.7 Recording the RM Process



1ISO DIS 31000
Informative Annex A.2 Attributes

A.2.1 An emphasis on continual improvementin risk management through the setting of
organizational performance goals, measurement, review and the subsequent
modification of processes, systems, resources, capability and skills.

A.2.2 Comprehensive, fully defined and fully accepted accountability for risks, risk controls
andrisk treatment tasks. Designated individuals fully accept, are appropriately skilled and
have adequateresources to check risk controls, monitor risks, improve risk controlsand

communicate effectively about risks and their management to internal and external
stakeholders.

A.2.3 All decision making within the organization, whateverthe level of importance and

significance, involvesthe explicit consideration of risks and the application of risk
managementto some appropriate degree.

A.2.4 Continual communications with internal and external stakeholdersincluding

comprehensive and frequent reporting of risk management performance is part of good
governance.

A.2.5 Risk managementis viewed as central to the organization'smanagement processes so
thatrisks are considered in terms of effect of uncertainty on objectives. The
organization’sgovernance structure and process are based on the management of risk.

Effective risk managementis regarded by managers as essential for the achievement of
the organization’sobjectives.



