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PREFACE

This Standard was prepared by Standards Australia/Standards New Zealand Committee
OB-007, Risk Management.

The objective of this Standard is to detail the processes required to enable organizations to
develop, implement and conduct an audit and other assurance processes that will assist in
determining the ongoing adequacy of an organization’s assessment and treatment of
disruption-related risk including all controls relating to making potentially disruptive events
less likely, and preparing for, responding to and recovering from such incidents.

achieving their strategic, operational and project objectives.
making organizations more resilient and consequently may provide 8
advantage.

(a) early stabilization;

(b)

(c)
(d)

@ Standard to denote any or all of these types of entity.

throughoutt
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[ Part 1: BCM ] [ Part 2: BCM ]
System Specification Practice Standard
Part 3: BCM
I Assurance Standard l

spiepuels WOd

Organizational
BCM Framework

Organizational BCM assurance £
BCM System program BCM p

BCM assurance
reviews

FIGURE P1 BCM STANDARDS’ RELATIONSHIPS ANDTHEIR IMPLEMENTATION

appendix to which it applies. An ‘i
guidance.
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STANDARDS AUSTRALIA/STANDARDS NEW ZEALAND

Australian/New Zealand Standard
Business continuity—Managing disruption-related risk

Part 3: Assurance

SECTION 1 SCOPE AND GENERAL

1.1 SCOPE AND APPLICATION

is conducted by an independent third party and typically includes
ation to the review criteria (which may include regulatory

of the functionsOr responsibilities being audited.

DRO09055 - 30/07/2009 14:44:41
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1.2.4 Control

Something that is modifying risk (see Clause 3.1).
NOTES:
1 Controls include any process, policy, device, practice, or other actions which modify risk.
2 Controls may not always exert the intended or assumed modifying effect

1.2.5 Evaluate
To consider or examine something against criteria in order to determine its acceptability
1.2.6 Measure

To assess the effect or quality of something, often against a Standard.
1.2.7 Verify

To check whether or not something is true by examination, investigation, o

1.3 REFERENCED DOCUMENTS
The following documents have been referenced in this Standard.

AS/INZS
5050 Business continuity—Managing disruption-re
5050.1  Part 1: Specification
5050.2  Part 2: Practice

ISO
31000 Risk Management—Principles and guidelines on i

ated risk

plementation

DRO09055 - 30/07/2009 14:44:41
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SECTION 2 ASSURANCE OVERVIEW

2.1 GENERAL

The goal of a BCM assurance program is to provide ongoing confirmation to those
responsible for BCM activities (such as the Board, senior management, and regulators) and,
possibly, stakeholders e.g. customers and other dependents) that an organization has the
structure, resources and processes in place to that provide the capacity to continue to
sufficiently achieve critical objectives, despite occurrence of a disruptive event .

arrangements should be designed, structured, resourced and governed
as described at Figure 1.

BCM Assurance Framework
BCM assurance BCM assurance BCM assurance BCM ass {ance M assurance
) framewo communications
policy arrangements program
rovemen strategy
]

BCM assurance

r=— Budget and planning

| Functional structure
and responsibilities

Management and
- Jet
coordination

= Competency development

reporting and i A annual audit. This provides for a strategic
approach withi i< individual assurance activities can be conducted over an

DRO09055 - 30/07/2009 14:44:41
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Monitoring and review
of disruption related risk
management arrangements

BCM assurance
framework

BCM assurance BCM assurance BCM assurance
program program progr
(cycle 1) (cycle 2) (cycle n)
Review Review Revigw
activity activity activity
1.1 view 2.1 view 3.1 view
activity activity activi
1.2 view 2.2 view 3.2 iew
activity activity [aCtivity
1.n 2.n 3.n

FIGURE 2 ASSURANCE PROGRAM STRUCTUR

Broadly, there are two assurance consigerations—

(a)

(b)

DRO09055 - 30/07/2009 14:44:41
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SECTION 3 ESTABLISHING THE
FRAMEWORK

3.1 POLICY

The organization’s risk management policies should include reference to the need for an
assurance framework and program as part of the monitoring and review arrangements. This
should apply, inter alia to management of disruption-related risk and therefore the BCM
arrangements.

3.2 ARRANGEMENTS
The framework through which BCM assurance is achieved should incorporate—

(a) afunctional structure, that includes responsibilities, accountabilities and resourcing to

ensure compliance and coordination;
(b)  procedures for planning and budgeting;

(c) an approach for continuing the development of competency to be used in deploying
and maintaining the framework; and

(d) systems and process for assisting in the
framework.

3.3 FRAMEWORK IMPROVEMENT

The organization’s governance structure nsure ongoing—

(a) monitoring and review of the BCH

(b) corrective actions; and

(c)

(a)

(b)

program; and

DRO09055 - 30/07/2009 14:44:41
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SECTION 4 DEVELOPING AN ASSURANCE
PROGRAM

4.1 GENERAL

The assurance program for BCM arrangements should provide for a range of assurance
activities to be conducted over a defined period. The time period selected should be
appropriate to its purpose (for example to conform with the organisation’s risk management
policy, or to fulfil regulatory requirements or contractual obligations) and should\have
regard to the organisational context (for example, the prevalence of changeand past

program are illustrated in Figure 3.
Develop assurance
program scope
Develop assurance
progr plan
Establish assurapce progra
governance reguifement
Estaklish as\si?x/ce
prograx resodrces
-

[ Implement and conduct J

assurance program

Conduct assurance program review,
reporting and improvement

FIGURE 3 BCM ASSURANCE PROGRAM

DRO09055 - 30/07/2009 14:44:41
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4.2 DEVELOP THE BCM ASSURANCE PROGRAM SCOPE

4.2.1 Elements

A scope for the BCM assurance program should be developed. This scope should identify—
(a) the aim and objectives for the BCM assurance program;

(b) the time period over which the assurance activities will be conducted;

(c) the requirements (based on the objectives and aims) for conducting the assurance
program over the defined time period,;

(d) the parts of the BCM framework that will be examined during the current eycle of
the program;

(e) budget available for conducting the assurance program;

(f)  the processes that will be employed and be available for unde
activities;

(g) the areas within the organization that will be examined; and
(h)  measurable performance criteria that will be adopted.
4.2.2 Prioritization of the scope

It is possible that the scoping exercise will identi

boundaries of inclusion and exclusion are defined. Decisio
activities should be based upon defined criteria such as—

A schedule for thejcommencement and completion of each assurance activity.

Resources be/ allocated to undertake each activity (including in-house and

¥'resources where appropriate).

Reporting requirements and milestones for each activity, such as—
(i)
(i)

dates for the presentation of draft report(s) with recommendations;

dates for the receipt of any management response to the recommendations and
for finalization of the report(s); and

DRO09055 - 30/07/2009 14:44:41
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(iii) dates for presentation of the final report to the appropriate persons or
organisations.

The draft plan should be subject to review and approval by an appropriate authority prior to
finalization (refer to Clause 4.4).

4.4 ESTABLISH BCM ASSURANCE PROGRAM GOVERNANCE
REQUIREMENTS

The requirements and structure for governance of the BCM assurance program should be
established. This should include consideration of the following:

() The identity of those individuals or groups tasked with authorizing and z
the—

(1)  structure and scope of the BCM assurance program;
(i)
(iii)
(iv)

DRO09055 - 30/07/2009 14:44:41
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4.7 CONDUCT BCM ASSURANCE PROGRAM REVIEW, REPORTING AND
IMPROVEMENT

4.7.1 Key performance indicators

The BCM assurance program should be reviewed on a regular basis. The frequency for this
depends upon the context applying to each individual organization. The review should be
based on identified key performance indicators which could include the following:

(@) Timeliness—performance of the program against the activity schedule identified in
the BCM assurance program plan.

(b) Quality—performance of the program, generally measured as a result of feedback
received from areas subject to review and monitoring activities and from the
recipients of the outcomes (for example review reports) and is often based

(i)  the manner in which the program is conducted;
(i1)  the breadth and depth of findings made; and
(1ii) the relevance and usefulness of recommendations made:

(c) Cost—actual expenditure measured against projected pudget a
received from the BCM assurance program.

4.7.2 Reporting

(a)
(i)
identified;
(i)
date;
(iii)
(iv)
(v)
(b)

(c)

DRO09055 - 30/07/2009 14:44:41
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SECTION 5 DEVELOPING AND CONDUCTING
SPECIFIC ASSURANCE REVIEW ACTIVITIES

5.1 GENERAL

Based upon the assurance program plan, a schedule of individual assurance review
activities should be developed. The organization should have in place a documented process
for undertaking the development and conduct of each of these individual reviews. An
approach to undertaking an individual assurance review activity is described in Figur

Develop BCM assurance review
activity scope

Develop BCM assurance review
activity plan

[ Establish BCM assurance revie

aWsources

Implement and\condugt BCM
assurance review activity

<

p
evelop and delivenBCM assurance
activity repo
N\

Areas-of the organization and stakeholders that are in-scope and out-of-scope.

(d) Methodologies that will be used to assess, evaluate, measure or validate the BCM
framework.

DRO09055 - 30/07/2009 14:44:41
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(e) Specific resources that will be allocated to identified parts of the review process.
(f)  Requirements for approval of the scope.

The development of the scope may be facilitated by seeking input from key internal
stakeholders (for example board and management committees, process owners) and external
stakeholders (such as key customers, insurers, regulatory agencies, industry bodies). This
input should be further supplemented by information from available related literature (e.g.
audit reports, research articles, whitepapers, regulations).

The scope should be reviewed and approved by an appropriate authority, such as the project
sponsor or senior management of the organization.

5.3 ESTABLISH AIM AND OBJECTIVES

Appendix F)—

(a) end-to-end BCM processes in differe
functions;

(b) conduct of the BIA,;

(c)

(d)

(b) eview process to be adopted, for example: field work based upon interviews,
document discovery, testing regimes, template questionnaires.

DRO09055 - 30/07/2009 14:44:41
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5.6 ALLOCATE RESOURCES

Resources should be allocated according to specific requirements of the scope and the
availability of budget. Each resource to be used in the review should be identified, such as
reviewers, subject matter experts, computing, specialised equipment and administrative
support.

5.7 APPROVE THE SCOPE

The draft scope should be approved by an appropriate authority before finalization.
Depending on the governance requirements (developed in Clause 3.3) this could be

retained for future governance purposes.

5.8 DEVELOP THE ASSURANCE REVIEW ACTIVITY PLAN

should specify the following:
(@) The sponsor of the review activity.
(b)  The detailed methodology to be employed.
(c) The components of the BCM framework that will*he exami
(d)  What types of information will be required.
(e) i

()

(ii)

(iii)

work; and

(iv)

Fieldwork close out meeting with management of areas reviewed.
6 Drafting of audit conclusions and recommendations, focusing on—

(i) addressing both causes and consequences;

DRO09055 - 30/07/2009 14:44:41
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(i) identifying corrective actions;
(iii) identifying preventive action; and

(iv) determining strengths and good practices that should be continued or
reinforced.

7 Draft report review meeting with management.
8 Collation of management responses to recommendations.
9 Report finalization and release.

Examples of BCM assurance review activity process templates are provided at App
B,C,DandE.

5.10 SUITABILITY OF PROVIDERS

Selection criteria should consider the following:

(@) Relevant knowledge, skills, experience and quali 'catlo 8
individual(s) and selected third party firms (where ap i
(i)  the organization’s industry sector,
(i)  specific issues being reviewed (e.g. network
(1ii) type of review activity being considered (for exa pliance audit).

(b) Demonstrated knowledge and understa
for the industry sector.

islation/ regulations

5.11 REPORTING

s made in the draft report. Copies of the report should be provided to
orities as defined in the governance requirements.

Follow up*to any corrections, risk treatments and other managements actions that have been
agreed to should be undertaken as part of the BCM assurance program processes.

DRO09055 - 30/07/2009 14:44:41
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APPENDIX A

EXAMPLE BCM ASSURANCE REVIEW ACTIVITY SCOPE
(HYPOTHETICAL ONLY)

(Informative)

DRAFT ONLY

ACME PTY LTD

BCM review scope

Aim and objectives To provide assurance to the Board regarding the
BCM program, through—

practices

Areas for review e Central management of the BCM program

e Areas of the organization with

esponsibility for designated
critical business functions

Methodology

Resources

i .Chip, IT auditor

imelines Field work: commence 1 June, complete 30 June

Draft report: 15 July
Report finalized: 15 August
Report to 30 August Audit Committee meeting

Project sponso Rob Hust, Executive Director Group Resilience

DRO09055 - 30/07/2009 14:44:41
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APPENDIX B
EXAMPLE BCM ASSURANCE APPROACH

(Informative)

Review concern Review consideration—examples

Aims and objectives ¢ Aims and objectives are developed, agreed and documen

Policy e The policy is clearly articulated and document

Scope .
[ ]
[ ]
Planning .
Roles and e Roles and

responsibilities
¢ Roles and
manageme

Authority

Communic
consultation

Processes Rrocesses are conducted according to documented procedures

Resourcing e Resource requirements for the program have been identified

and documented

e Resource allocation is adequate to achieve the aims and
objectives

Monitoring and review e Each part of the system, framework and processes and
monitored and reviewed on according to an agreed schedule
and on an ad hoc basis according to organizational need

DRO09055 - 30/07/2009 14:44:41
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APPENDIX C

EXAMPLE TEMPLATE FOR REVIEW OF THE BCM SYSTEM
(ILLUSTRATIVE EXAMPLE ONLY)

(Informative)

Review issue Evidence and considerations
1.0 Policy ¢ Interviews with senior management to confirm their
understanding, approach, involvement and commit
BCM

e Document evidence of effective disse
policy

¢ Interviews with other staff to confirm\thei
understanding of the BCM policy

2.0 Planning

2.1 Estabhsryr@ un/e/standlwg an@tkframe&ork

2.2 Establishing th
awareness,

commitment ing of the structure and operation of the BCM

understanding of the benefits that are expected to be
erived from the BCM system

existence of appropriate authorities, accountabilities, roles
and responsibilities

e other resource implication of operating the BCM system

2.3 Establishing the context Interviews and documentary evidence that demonstrates—

¢ the level of establishment of the context for the BCM
System

e the extent to which the context is used to inform and direct
subsequent activities

DRO09055 - 30/07/2009 14:44:41
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Review issue Evidence and considerations

2.4 Designing and Interviews and documentary evidence that—
developing a framework

e aBCM System framework has been developed and
deployed
¢ the extent to which the framework considers:
. scope
. policy
. business case

. development and implementation plans
. capability development and improvemen
. governance and reporting
. communications

. incident response manageme

2.5 Risk assessment Interviews and documentary evidence—

e that a rigorous risk assess
developed and is deploy:

2.6 Business impact analysis  Interviews and documentary

¢ thatresource capabilities are considered

¢ how workarqunds.are identifie
assessed

3.0 Implementation and operation—deve\gping abiIitL/eé\/

3.1 Developing and a

strategies

¢ identified assumptions are analysed and tested

resourc Interviews and documentary evidence—
ncies e that resource requirements are identified
(]

how resource are obtained or planned for

¢ a sufficient range of resources are considered

3.3 eveloping disruption Interviews and documentary evidence of how communications
communications requirements are identified, planned for and managed

Devabf)ing decumented  Interviews and documentary evidence—
ans

3.4

o of a robust process for the development of plans

¢ that a plan(s) has been developed that considers
preparedness, stabilisation, continuity and recovery
requirements.

DRO09055 - 30/07/2009 14:44:41
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Review issue Evidence and considerations
3.5 Documentation and its Interviews and documentary evidence that a process or
control system is place for the control of all documentation related to

the BCM system, and that it considers—
e preparation

e version control

e dissemination

e storage

e retrieval

e protection

e review

e disposal

3.6 Activation and Interviews and documentary evidence o
deployment

¢ how plans will be activated and man
following an incident

e a process for developing
management plans

4.0 Performance assessment

4.1 Monitoring and review Interviews and documentary evidéwge/of procésses in place
for monitoring and reviewing-the framework’and each
component of the BCM system.and the frequency with which

such moni}oﬁiqg is undertaken
Witoring and
of the BCM

5.0 Improvement

5.1 Establishing maintenance
processes

understanding the BCM system of intérnal and external stakeholders is

maintained
5.3 Maintaining performance Interviewg\an/%cumentary evidence of how the organization
maintains the performance of the BCM system through

5.2 Maintaining / Interviewsand doWry evidence of how understanding of

reventive and corrective actions, and other continuous
improvement activities

% Exercising Interviews and documentary evidence of a robust process for
e design, development and conduct of exercises and tests of

the plans and capabilities of the organization
55 Managerrj revy/ Interviews and documentary evidence of how management

reviews are conducted and how these are used to ensure the
ongoing appropriateness and performance of the BCM system

DRO09055 - 30/07/2009 14:44:41



DRAFT ONLY 23 DRAFT ONLY

APPENDIX D

EXAMPLE TEMPLATE FOR A REVIEW OF THE BCM PROGRAM
(ILLUSTRATIVE EXAMPLE ONLY)

(Informative)

Review issue Evidence and considerations

1.0 The business continuity management policy

1.1 A business continuity e Evidence that a documented policy exists and.i$ bein
policy has been followed
developed and e The currency of the document can be determined, eg
documented

drafting date, version number, etc
A review date for the document isidentif

1.2 The policy identifies the e The policy identifies the areasof the
need, scope and business continuity is required
objectives and
accountabilities for
business continuity

siness for which

itoring of plan status and maintenance
results of testing and exercising of plans
review, updating and improvement of plans

e Documentation evidencing that senior management have
been briefed on the program and have given their approval
and support

Evidence of involvement of senior management as
champions of the business continuity program

o Evidence of senior management allocating specific
resources (people, time budget etc) to the achievement of
business continuity objectives

DRO09055 - 30/07/2009 14:44:41
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Review issue Evidence and considerations
2.2 Aplan has been ¢ Documented plan for the conduct of business continuity
developed for the BCM activities over a defined period of time
Program.

o Defined scope or range of business continuity activities to
be conducted

e Establishment of documented timelines, milestones,
outputs etc

2.3 Scope of required BCM e The policy, business continuity plans or other documents
activities are identified (identified) specifically identify those areas or critical
business functions of the organization that require

be developed

disruption

3.0 The risk analysis

3.1 Arrisk analysis using a e Arobust tool is used (e.g. 1S0"31000~ 2009)
robust assessment tool
has been conducted
considering both internal
and external contexts.

o Users of the tool have godd famikiarity with its use (may
involve using expertise’from elsewhere ji the business or
externally for example)

e A broad range of threats and ri
impacts are considered

with potential disruption

3.2 Appropriate outputs have
been developed that be us
inform subsequent steps as
of the assessment and

the development of * Theanalysis provides a
o to discuption ri
capabilities

4.0 The business impact analysis

4.1 Appropriate manag
staff and other
stakeholders
provided d
informati

4.2 Allrel

been included.

business functions have been included

4.3 Consideration of ke Outputs from the risk analysis (as described in ‘3.0’ above)

risks/disruptionscenarios re used to guide the conduct of the BIA
is included

N

DRO09055 - 30/07/2009 14:44:41
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Review issue

Evidence and considerations

4.4

The business impact
assessment identifies all
necessary key
information requirements

The BIA considers—

e impacts of identified disruption scenarios on critical
business function capability (eg rated consequences,
potential disruption periods etc)

e |T system dependencies and maximum acceptable outage
times (or equivalents)

o critical function/process success factors, including any time
—related performance requirements,

e key resources

e post disruption recovery objectives are identifi
documentation

¢ key functional interdependencies

5.0

Testing and Exercising plans

51

There is a regular cycle of

plan testing, review and
improvement in place.

Evidence may include—
documented test plans and pfotoco

plans

52

Unscheduled plan
revision

e currency of p , €.9. the cond lar 12 monthly
review and update tycle

for un%@;d@ed revision of
ing major structural

53

Awareness and trainin
of BCP is conducte

CommMions

Doeumented objectives and strategies identifying—
e “who

e what

e where

e when

e why

e how

6.2

Strétggiés and plans
have been implemented
and monitored.

e Relevant areas of the business have received appropriate
communications, have participated in program
development activities etc.

DRO09055 - 30/07/2009 14:44:41
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APPENDIX E

EXAMPLE TEMPLATE FOR A REVIEW OF BUSINESS CONTINUITY PLAN
(ILLUSTRATIVE ONLY)

(Informative)

Review issue Evidence and considerations

1.0 Governance of BCPs

1.1 The finalized plan has Finalized plans have been signed off by the business areas and
been returned for review  have been reviewed at a corporate level

1.2 Scope of required plan The BCP specifically identifies the—
activities are identified

e Business area responsible for the B

the BCP
e The location of the functi

1.3 BCP coverage

2.0 Functional details

2.1 Responsible officer A responsible officer(s) for the plan has Been identified
2.2 Key process and s he key processes and su —process\és required for the
processes successful delivery of the critical business function have been
identjfied
2.3 Critical suecess factors Critigal success factors have been identified and have been
qualified with measurable’ parameters for each critical business
function

e critical success factors provide guidance on service delivery
levels requirements and/or likely stakeholder expectations that

have to be managed during a disruption

2.4  Functional ternal and external interdependencies with the critical
ﬁﬁterc@pende ies business function are clearly identified
/5 Staff Contact details \%oﬁact details are provided for each key staff member,
including—

¢ Role and responsibilities
e BH telephone

e Mobile or AH number

e Email address

¢ Identified deputy or stand-in

DRO09055 - 30/07/2009 14:44:41
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Review issue Evidence and considerations
3.0 Workload and time dependencies
3.1 Workload and time Seasonal and weekly workload demands have been mapped
dependencies
3.2 Maximum acceptable Maximum acceptable outage times and minimum acceptable
outage times levels of performance for the function are identified
3.3  Scenario impacts Time based impacts for each of the scenarios are identified
3.4 Resourcing requirements Resourcing requirements under normal and disrupted
operations are identified for—
e IT applications
e Office equipment
e Documentation
o Staff
e Services and equipment
e Facilities
3.5 IT dependencies Maximum acceptable outaiae/uﬁ\e;?/re/recorded for each of tﬁe\
dependent IT systems and dpplications
4.0 Continuity arrangements
4.1 Continuity processes This could include, for ke disrupt%n/s/cenari S—
and workarounds have Identification of what processes can still proceed under the
been developed
i
4.2  Process responsibilities i i i
identifie
) Deputies/alternates are identified for key roles
4.3  Continuity'\mgt activities pecifinanagement activities are identified for key
personnel, far example steps to be taken up to and from the
activation of the business continuity plan
4.4  Client and stakeholder here critical stakeholders exist, provision of—
e contact details
service expectations
e alternate arrangements
4.5 \Suppliers Where critical suppliers exist, provision of—
e contact details
e service expectations
e alternate arrangements
4.6 Commiunication plans Communications requirements during a disruption are identified
including—
e message details, who, how, what, where, when
e authorizations
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APPENDIX F

EXAMPLE OF REVIEW AREA WITHIN THE BCM FRAMEWORK
(ILLUSTRATIVE EXAMPLE ONLY)

(Informative)

An assurance activity could be conducted over the whole of the BCM framework, or may
focus on only selected areas or elements. Figure F1 illustrates some areas of the BCM
framework that could be selected for assurance review activity.

— Scope )

BCMS

——( Business case ]

— BCM process )

oles an(}{esponsibilitiesJ

ﬁompe}éncies ]

——( BCM mgt team struc}dre

——( Program mgt plann\nxg ]

BCM
BCM program

-—(BCM program resourcing)

Project scopes )

——( BCM project mgN———( P?Qject mg) planning J

>& Project resourcing J
CM program
assurance fhAamework

~—( BCM communicatiops ) Treatment plans

plans

- T Capability development ]

Incident mgt structure )

FIG EXAMPLE OF THE ELEMENTS OF A BCM FRAMEWORK

*xx END OF DRAFT ***
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