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PREFACE

This Standard was prepared by Standards Australia/Standards New Zealand Committee
OB-007, Risk Management.

Business Continuity Management (BCM) is a form of risk management activity to assess
and where appropriate treat the risk that disruption may prevent or hinder organizations
achieving their strategic, operational and project objectives. It therefore contributes to
making organizations more resilient and consequently may provide strategic and tactical
advantage.

(a) early stabilization;

(b) continuation or early resumption of operation
critical to the organization’s objectives;

(c) minimization of and prompt recovery from any adverse'e
(d) realizing any opportunities created

Additionally, the insight provided b
effective measures which would reduce
can cause disruption. In many cases it wi
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System Specification Practice Standard
Part 3: BCM
I Assurance Standard l

spiepuels WOd

Organizational
BCM Framework
Organizational BCM assurance
BCM System program

BCM assurance
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STANDARDS AUSTRALIA/STANDARDS NEW ZEALAND

Australian/New Zealand Standard
Business continuity—Managing disruption-related risk

Part 2: Practice

SECTION 1 SCOPE AND GENERA

1.1 SCOPE

events). It is particularly focused on types of disruption
routine management system to resolve.

Business continuity management is a
logical order and the results of earlier a

The amount of
NOTES:

1 This work needs to be processed once the system or process is available and may take a
considerable length of time to clear.

2 In extreme circumstances, the backlog may become so large it may not be cleared or resolved.

ork that accumulates when a system or process is unavailable.

DR09054 - 30/07/2009 14:28:43
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1.2.4 Business continuity plan

A collection of procedures and information that is developed, compiled and maintained in
readiness for use should an event occur which would otherwise disrupt the organization or
its through chain.

NOTE: The expression business continuity planning is often used to refer to those activities

associated with preparing documentation to assist in the continuing availability of property,
people, information and processes.

1.2.5 Business continuity program (BCM)

A BC program is the planned implementation of the BCM process into the
selected areas of the organization according to agreed criteria.

1.2.6 Business impact analysis (BIA)

A management level analysis, which assesses the risks associated with disruption, including

likelihood of capability loss over time.
NOTES:

management with reliable data upon which to base décisions’on risk treatment and planning
for stabilization, continuity and recovery

2 Also referred to as business impact assessment.

1.2.7 Business interruption

Any event, whether anticipated or unantiCipa nization’s normal

course of routine operations.

ed_which disrupts:the org

1.2.8 Consequence

Outcome of an event affecting objectives.

NOTES:
1
2 can have positive or negative effects on
objectives.
3
4 Initial
1.2.9 Crisis

routine to non-routine operation, requiring
of their attention, time, energy and resources away from
event.

involye activities across several structural units.
3 Assingle structural unit may have responsibility for one or more critical business functions.

1.2.11 Critical objectives

Those objectives, as determined by the organization, which must continue to be achieved.

DR09054 - 30/07/2009 14:28:43
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1.2.12 Disaster recovery planning
Activities associated with the continuing availability and restoration of infrastructure.
1.2.13 Disruption-related risk

The chance of experiencing consequences resulting from an event either within or exterior
to the organization that prevent or impair routine operations to such a scale as to be beyond
the capacity of the routine management approaches to resolve.

1.2.14 Emergency

An event, actual or imminent, which endangers or threatens to endanger g
achievement of the organization’s goals (including its compliance obligations
is significant and requires a timely and coordinated response.

1.2.15 Event

Occurrence or change of a particular set of circumstances.
NOTES:
1 An event can be one or more occurrences, and can have severa
2 Anevent can consist of something not happening.
3 An event can sometimes be referred to as an ‘incident’ ot “accident”.
4 An event without consequences may also be referred

call’.
1.2.16 Likelihood

Chance of something happening.

NOTE: This Standard uses the word ‘likélihood’ torefer to the chance of som
whether defined, measured or detexmined_objectivelty._or subjectively,
quantitatively and described using general ter i
frequency over a given time period).

or ‘close

to as a\‘near miss’, ‘near hit’,

ething happening,
gualitatively or

¢ required to fully re-establish adequate resources to recover a critical
function, or other capability, to a required minimum operational level.

DR09054 - 30/07/2009 14:28:43
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1.2.21 Risk

Effect of uncertainty on objectives.
NOTES:
1 An effect is a deviation from the expected - positive and/or negative.

2 Objectives can have different aspects such as financial, health and safety, and environmental
goals and can apply at different levels such as strategic, organization-wide, project, product,
and process.

3 Risk is often characterized by reference to potential events, consequences, or a combination
of these and how they can affect the achievement of objectives.

4 Risk is often expressed in terms of a combination of the consequences of an eveni6r a change
in circumstances, and the associated likelihood of occurrence.

1.2.22 Stakeholder

Any person or organization that can affect, be affected by, or perc
affected by a decision or activity.

NOTE: A decision maker can be a stakeholder.
1.2.23 Through chain

The end to end value chain encompassing the suppl)
including information, knowledge and financial flows

1.2.24 Uncertainty

ive ther

The following documents have been refe

AS/INZS
5050
5050.3

HB
436

ISO

BCM. Not just established for technological systems, but also covering all critical strategic
and operational activities.

Present and future volatility will present both significant threats and opportunities that
organizations will need to manage through improved business continuity.

DR09054 - 30/07/2009 14:28:43
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1.5 DEFINING BUSINESS CONTINUITY MANAGEMENT
This Standard adopts the following definition for BCM:

‘Business continuity management is a proactive strategic and operational approach that
aims to ensure the continuing capability of people, processes, infrastructure, resources and
information that provide for the achievement of critical objectives, when faced with
potential disruption.

1.6 BCM IN THE MANAGEMENT OF RISK

management arrangements.
Effective management of disruption-related risks requires—

(@) an understanding of the organization’s objectives,
environment; risk criteria and stakeholders;

(b) identification of the organization’s critical objectives
interdependencies;

(c) an assessment of the risks;

(d) development and implementation of strategies that

(e) flexibility in BCM strategies and &
(f)  consideration of, and alignment of t

Although, traditionally, BCM has tended
risks with high consequence;,-it-has been reco

DR09054 - 30/07/2009 14:28:43
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Activity

Time

L

|Routine management Non-routine management

Transistion to routine managem

Mode of
management

Disruption commence

strategies

Preparedness

Activity

Continuity strat

Stabilization strategies

< Learning and adapting

anner. The time, effort and resources
astment by an organization that will

DR09054 - 30/07/2009 14:28:43
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SECTION 2 OVERVIEW OF BUSINESS
CONTINUITY MANAGEMENT

2.1 GENERAL

There are three important areas of consideration in BCM (see Figure 2), namely the
principles of BCM, the framework for BCM and the process for BCM.

BCM Principles Framework for BCM proces
e |s an integral part of risk
managment
Commencement
* Promotes organizational and commitment

resilience

* Assists achievement of
organizational objectives

* Drives preparedness Design of the

BCM framework
e Builds organizational
capability
e Considers the needs for

people, processes, Continual .
information, assets and improvement of the Igplementin
technology BCM framework BCM

e Monitors and responds to

change

. Monitoring and /
improvement

rexiew of the
¢ Assists in understanding and M framewark

managing uncertainty

-

e Promotes continual

e Contributes to effective
decision making

FIGURE 2 THE INTERRELATIONSHIPS'OF THE B PRINCIPLES,; FRAMEWORK AND

resilience—BCM is an important contributor to the
acity in a complex and changing environment.

implementing its continuity strategies; and

(iv) ‘returning the organization to a sustainable level of operation through its
recovery strategies.

DR09054 - 30/07/2009 14:28:43
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(d)

(€)

(f)

(9)

(h)

(i)

)

Drives preparedness—BCM drives the organization’s preparedness for managing
future potentially disruptive events, by treating risk including by establishing
capability to manage impacts of future potential events.

Builds organizational capability—BCM builds the organization’s capability to affect
the likelihood of events occurring and to respond to, manage and recover from the
events’ impacts, where such capability includes people, facilities, information,
processes, technology and other equipment.

Considers the needs for people, processes, information, assets and technology—BCM
seeks to understand the organization’s needs for people, processes, information,
assets and technology that will contribute to the achievement of its critica
objectives and that are required to assist in the efficient and effectiyé conduct of
BCM.

assumptions, again driving an iterative monitoring
throughout the process.

implementing those options:

DR09054 - 30/07/2009 14:28:43
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SECTION 3 THE FRAMEWORK FOR BCM

3.1 GENERAL

It is the BCM framework that provides the foundations, structures and capabilities to enable
effective BCM to be carried out and to be embedded within the organization. The BCM
framework assists in the establishment of an effective BCM process for managing
disruption risks and events. The BCM framework (see Figure 3) needs to be establi

the BCM process.

Commencement and commitmen

e |dentifying the need for BCM

e Creating awareness

® Establishing senior management col
and endorsement

Design of the BCM framewo

e Integration into the RM framework

¢ Understanding the organization and its context
e BCM policy
* Framework/planning

e Audit and assurance
e Communication\processe
® Governance and keporting Ype

Chanism}ﬁ

Continual improvement of Implementing BCM
* Implementing the BCM framework

* Implementing the BCM process

® Through ckain capabilities

MonitoriWreview of the
BCM framework

e Establishing performance measures

* Measuring progress

*\Verifying appropriateness

FIGURE 3 THE BCM FRAMEWORK

(a)

Identifying the need for BCM—The need for an organization to introduce BCM or
expand its existing approach could be driven by a number of factors, including—

(1) identification, analysis and evaluation of disruption-related risks;

(if) regulatory requirements;

DR09054 - 30/07/2009 14:28:43
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(b)

(iii) contractual requirements;

(iv) competitive advantage;

(v) common industry practice;

(vi) improved governance;

(vii) increasing volatile environment;
(viii) stakeholder expectations; and

(ix) previous experiences of disruptions or near misses.

Creating awareness—Initial activities should focus on enhancing or ectreating” an

a BCM program. This can include—

(1)  what the BCM framework and process entails;
(i)
(iii)
(iv)

(V)
(vi)

es of organizations that have failed to
i resilience to significant disruption events.

(if) any distractipns from other core activities;

i) compgtition/for resources that may occur;

equirements to make decisions on issues based on information arising from
BCM activities;

ural change that may be driven by BCM or that need to occur for BCM to be
ully effective;

(vi) emerging information that challenges organizational orthodoxy, priorities and
individual management beliefs; and

DR09054 - 30/07/2009 14:28:43



DRAFT ONLY 16 DRAFT ONLY

(vii) any requirements to make material changes to be made to some routine parts of
the organization’s operations.

These activities should engender the effective engagement of stakeholders in the BCM
program and should be reinforced on an ongoing basis.

The use of a well prepared business case can also serve to enhance commitment to BCM as
well as provide an effective means of gaining endorsement from senior management.
3.3 DESIGN OF THE BCM FRAMEWORK

The principal activities that need to be considered in designing the BCM framewo
the following:

(a) Integration of BCM activities into the organization’s general ris
activities.

management

(b) Understanding the organization and its context is a critica

(c) BCM policy position should be developed that reflects

should consider—
(i) the organization’s rationale for undertaking B
(if) accountabilities and responsibikiti

(iii)
(iv)
(v)
(vi)

framework, BCM process and its outputs should be established.

DR09054 - 30/07/2009 14:28:43
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(1) Communication processes—a consultation and communications strategy should be
created to assist in the development and implementation of the BCM framework and
process. This should include a specific recognition of mechanisms for enhancing
engagement of key stakeholders.

(k) Governance and reporting mechanisms—consideration should be given to the
necessary governance requirements for the BCM framework, including
accountabilities, responsibilities, authorities, compliance requirements and reporting
requirements.

3.4 DOCUMENTATION OUTPUTS

During this part of the BCM program a range of documentation (paper and ele ¢) may
be produced, including—

(a) detailed scope;

(b)  business case;

(c) policy;

(d) communications and engagement strategy;

(e) BCM framework and program resourcing plan;

(f)  detailed or summary statements describing the con
(g) training needs analysis;

(h)  role competency statements; and

(i)  completed checklists.

3.5 IMPLEMENTING BCM

Effective implementation of BCM requires

(a)

DR09054 - 30/07/2009 14:28:43
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3.6 MONITORING AND REVIEW OF THE BCM FRAMEWORK

BCM should be conducted in a manner that ensures it continues to perform effectively and
continues to assist in the achievement of critical objectives. The organization should
therefore—

(a) establish measures against which the performance of the BCM framework can be
assessed,;

(b) measure the conduct of the BCM framework to ensure that required progress is
occurring; and

(c) on aregular basis verifying that the framework is still appropriate for any
context or capability that have occurred.

3.7 CONTINUAL IMPROVEMENT OF THE BCM FRAMEWOR

based on the outputs from the monitoring and review
Improvement options may include enhancing—
(a) the BCM process;

(b) other organizational processes;

(c) organizational capabilities (people, assets, informatian, technology; culture); and

(d) through chain capabilities.

DR09054 - 30/07/2009 14:28:43
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SECTION 4 THE PROCESS FOR BCM

The essential components of the BCM process comprise—

(a)

(b)

(c)

(d)

BCM is an iterative process whereby the
review the assumptions and outcomes af pre
review process (see Figure 4).

developing an understanding of the concept of risk, and awareness and understanding
of the organization’s objectives and the environment it operates within as the source
of disruption-related risk;

developing capabilities through—

(1) identifying and implementing strategies for the treatment of disrupti
risk;

(if) defining actions and developing resource
interdependencies;
(iii) identifying internal and external communications for mana

(iv) preparing plans and documenting measures to be put in place to address
stabilization, continuity and recovery strategies and actions; and

(v) maintaining these capabilities, including the plans and resources;

developing communication and consultation, regarding‘the day~to-day €onduct of the
business continuity process (as opposed to comm ~ ed with managing
an actual disruption or activation of plans); and

monitoring and reviewing the conduct and performance of the. BCM process and
introducing improvements or other activities as required anging contexts
and/or organizational requirements.

outcomes_of each stage are used to challenge and
ages, through_ the monitoring and

DR09054 - 30/07/2009 14:28:43
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_ / 1

Establishing Understanding

| Establish the Context |
]

i B
: [}
| Risk Identification | 889
— } 56% -
23 g
| Risk Analysis | & o<
nwex
i 3T 3
29
| Risk Evaluation |G 2E
t:

Developing Capabilities

Establish
/’Strategies-}
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Maintenance

M/m/tor\ind Review

Communication and Consultation

»,

Resources / §
} E
—— Plan O ———
Documentation =
7 I
o

“‘|-..

Plan Activation and Deployment

FIGURE 4 THE BCM PROCESS
BCM goes well beyond impte i i ing a business continuity
plan (BCP). The pla A ion makers need to appreciate the
i rganization’s culture and comprise a
comprehensive integrated into the organizational

learning and in
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SECTION 5 ESTABLISHING
UNDERSTANDING

5.1 GENERAL

It is essential that the organization establishes an understanding of why it should implement
BCM, what will drive the requirements for the BCM process, and what the BCM process
will need to manage.

characterised by high levels of uncertainty, complexity and ambiguit
not always, characterised by high consequence with low likelihood

involve—
(a) establishing the context;
(b) conducting assessment of disruption-related risks; 3

(c) identifying necessary treatments

5.2 ESTABLISHING THE CONTE

Establishing the context involves gathe y_of saurces in order
to be clear as to the organization’s objectijves, i anding of how the
organization operates, what its priorities are, ho ith itssexternal and internal

al’hazards and events);

land use, urban planning, critical infrastructure,

community issues, demography,

obj
(i)

ctives'drawing on, for example—

tatutory functions; statements of intent; vision and mission statements;
strategic plans including those relating to specific parts of the organization;

(ii) public statements regarding the organization’s goals and statements of intent to
other stakeholders;

DR09054 - 30/07/2009 14:28:43
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(c)

(d)

In each of the foregoing, particular consideration should be given to

(A)

(B)
(©)
(D)

(E)

(iii) determination of (mission) critical objectives;

(iv) initial identification of critical business functions, critical processes, critical
personnel, critical assets, critical elements or aspects of the through chain and
critical information flows; and

(v) identification of current or emerging issues that may result in, increase the
vulnerability to, or contribute to the likelihood or impact of potentially
significant disruption.

ability to conduct its business.

The organization’s risk criteria—determining the terms of reference
disruption-related risks will be evaluated.

how BCM needs to be undertaken (i.e. which criti of'the organization will be
included, which will not); and

expected deliverables and outcomes from the proposed BEM program.

DR09054 - 30/07/2009 14:28:43
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SECTION 6 RISK ASSESSMENT

6.1 RISK ASSESSMENT PROCESS OVERVIEW

A robust process for assessing risk must be followed (for example 1SO 31000). Risk should
be assessed on the basis of consequences and their likelihood using predetermined
evaluation criteria that allow for the prioritization of any necessary treatments. It is
important that consequence is considered broadly, for example—

(a) financial;

(b) reputational;

(c) stakeholder;

(d) social and community;
(e)  people;

(f)  operational;

(g) strategic; and
(h) legal, statutory and regulatory.

6.2 RISK IDENTIFICATION

The identification of disruption related risk-should consider the sources. of risk, their areas
of impacts, potential types of events, thei nce. Documents,
such as existing risk registers should b \
additional disruption related risks.

6.3 RISK ANALYSIS

DR09054 - 30/07/2009 14:28:43
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be used.
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(e) Critical infrastructure.

(f)  Transportation.

(g) Consumable supplies.
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(h)  Finances.
(i)  General assets, supplies and other consumables.
(i) Third party suppliers, contractors and other external supporting resources.

Where applicable the capabilities, type, number, size for each essential resource should be
determined. For some types of resources it may be beneficial to determine how resources
requirements may change over time until routine capability is re-established. Any
interdependencies that may affect access to, availability of, and/or the performance of
resources should also be identified.

Step 4—Determining interdependencies between capabilities, resources and stakeholder

Planvis activated

Time y

Time

FHE RELATIONSHIPS BETWEEN A MAXIMUM ACCEPTABLE OUTAGE
AO) AND A RECOVERY TIME OBJECTIVE (RTO)

significant time gap between the MAO time and the RTO, strategies will
need to be“eonsidered which will enable the critical business function to continue to an
acceptable minimum standard until recovery is achieved. Strategies that reduce the RTO
should be considered in conjunction with, or as alternatives to extending the MAO.

DR09054 - 30/07/2009 14:28:43
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It is important to note that the MAO period commences as soon as the disruption occurs,
however the RTO commences only when plans are activated and recovery actions
commence. The effective gap between the MAO and RTO could therefore be significantly
longer than the apparent gap in documented times.

For some critical business functions it may also be necessary to identify a recovery point
objective (RPO). This represents the point in time, prior to the disruption, to which data
should be recovered. The RTO assists in identify the scope of any data processing backlogs
that must be managed.

Step 7—Identifying alternate workarounds

Where it is possible that the capability of a critical business function will be insufficient to

need to be identified. It is possible that some workarounds already exi
apparent. Such workarounds such be identified and documented at
include the following:

(a) Alternate processes, for example using a manual proces

process.
(b Delimited functions, for example where ‘unnecessa
(c)
(d)
(e)

the organization’s and other key stakeholders tolerance of the risk. This should also take
into account any legal, regulatory or other requirements.

The evaluation may lead to the decision to not treat certain risks.

DR09054 - 30/07/2009 14:28:43
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SECTION 7 DEVELOPING CAPABILITIES

7.1 GENERAL

Treatment of disruption-related risks may require treatments to reduce the likelihood or
scale of disruptive events or to reduce the disruptive consequences of such events. The
latter may include adding to the organization’s capabilities and capacity to deal with non-
routine situations. Treatments may need to be developed for both pre and
commencement of an event. The selection of appropriate risk treatments should b
the evaluation of a range of options that should consider—

(a) reducing any negative consequences and/or their likelihood;
(b) enhancing any positive consequences and/or their likelihood;

(c) sharing the risk with other parties; and

analysis.

7.2 DEVELOPING AND ANALYSING
STRATEGIES

future events occurring can be reduced
enhanced, reduced, shared or avoided

continuity and recovery are considered.
should be subjected to a cost benefit analysis

(a) reviewing existing strategies, plans and procedures for completeness, relevance and
currency;

(b) matching existing strategies to the identified priority risks and potential disruptions to
ascertain any gaps in coverage;

DR09054 - 30/07/2009 14:28:43
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(c) improving existing strategies and developing new strategies to address any shortfalls;

(d) identifying any inter-linkages between the stabilization, continuity and recovery
strategies and proposed activities;

(e) ensuring that responsibilities are in place for understanding and managing compliance
with regulatory requirements; and

(f)  ensuring that activation triggers are identified for individual strategies.
Strategies that could be considered include—

(i) emergency response involving the immediate preservation of life and proper
(i)  containment, such as preventing the spread of further harm;

(iii) suppression, such as reducing the impacts that are causing harm;

(iv) isolation, such as removing critical resources from harm; and

(v) loss control, such as preventing leakage of funds.

7.4 DEVELOPING CONTINUITY STRATEGIES

7.4.1 Overall aim

The overall aim of the continuity strategies is to ensure the o
minimum level of organizational capability and performance,
occurrence. This will require that decisions are made in co

going deliveryof an accepted
following dn event or other

O

(@) the circumstances under which co
triggers);

(b) required approaches to manage the _consequenc ikelihood of
disruption-related risks identified earlier\in"the process;
(c) the effectiveness and need to improve eluce or remagve) existing control

measures and capabilities;

(d) organizational priorities;

infrastructure capabilities (including data, communication and

Through'chain capabilities.
Other critical stakeholder capabilities.
(e) Criti

Such strategies could include—

al’business function and process capabilities.

(i)  continuity of operations, such continuing critical business objectives;

DR09054 - 30/07/2009 14:28:43
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(i) continuity of strategy; ensuring that maintained activities support key strategic
objectives;

(iii) consequence management, such as reducing collateral harm or exploiting emerging
opportunities;

(iv) hibernation, such as reducing or ceasing non-critical activities;
(v) salvage, such as removing and repairing damaged assets; and

(vi) leakage control, reducing items of non-essential expenditure.

7.5 DEVELOPING BUSINESS RECOVERY STRATEGIES

The overall aim for business recovery strategies is to return the organizatio
operationally acceptable and sustainable capability. This may involve

(a) identifying key recovery and restoration objectit

(b) determining requirements and protocols for undertaking environmental scanning prior
to and during the recovery operations (in order to in ision making regarding
recovery priorities, directions and activities);

(c) approaches for the management
the disruption event;

(d) identification of members of the prospect

(e) developing a project management
managing the recovery

(f)

(g) document ar
(h) develop

(i)  establishing

nvestigate th

Rec may\include—

(D) operational redevelopment, such as re-designing work areas or re-engineering
processes;

(E) withdrawal or divestment, such as moving out of selected markets, locations, or
industries; and
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(F) performance improvement, such as investing in enhanced process quality.

7.6 DEVELOPING INCIDENT MANAGEMENT STRATEGIES

The organization should develop strategic options for implementing the plans, activating
capabilities, deploying resources and for the overall coordination of stabilization, continuity
and recovery activities. These issues are dealt with more fully in Section 12.

7.7 ESTABLISHING RESOURCES AND INTERDEPENDENCIES

(a)

(b)

(c)

(d) current location for each of the identified 8 d contdact details for
individuals in control of them; and

(e) identification of any interdependencies (internal and al) in the sourcing,
application or disposal of these reso

A gap analysis should be conducted to.Compare these.resource req gainst current

capabilities in order to identify new or d to be further

developed.

7.8 DOCUMENTATION OUTPUTS

The developn
consider—

ent of strategies for these event communication and consultation’ should

(a) purpose;
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(b)

(c)
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scope, including—

(i)
(i)
(iii)
(iv)
(v)

(vi)

communication and consultation planning issues, including—

(i)
(ii)
(iii)
(iv)
(V)
(vi)
(vii)
(viii)

(ix)

identity of the stakeholders and audience;

types, breadth and depth of information to be provided or sought;
means and media that will be used to communicate the information;
frequency of communication releases and consultation activities;

areas of the organization that will be involved in crafting; approving and
distributing communications and conducting consultation; and

legal, social, language, confidentiality, technical constraints that
considered.

development of ‘templates’ or prescripted forms of
consultation;

agreed processes for crafting; reviewing and appic
consultations;

processes for receiving; assessing and distrib
guidelines for developing message content;

specific identification of mode or 3 each ~specific type of
communication and consultation;

identification of assumptio i munications and

assessment of organizatignal
communication and consultation;

scope of

requirements for ensuring accessibili e communications and consultation;

and

delegations of authority\to approve contentand release of information.
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SECTION 8 C
DOCUME

8.1 DOCUMENTING ISSUES

Both electronic and hardcopy documentation of plans are acceptable, so long as access to
these plans will not be adversely affected by a disruption. Documented plans need to be
written in such a way that they can be read, easily understood and exercised by those that
will be expected to activate and implement them. Attention therefore needs to be paid tothe
following criteria in documenting the various plans:

(@) Simplicity and clarity of the concepts and instructions.

(b)  Use of language and terminology appropriate to the audience and«
(c) Flexibility to adapt to changing circumstances.
(d)  Sufficiently comprehensive information to ensure that th

(e) Necessary and sufficient brevity of the information provide

(f)  Achievable in the circumstances within which the
(g)  Accessible when required.

(h)  Confidentiality is maintained where necessary.

eparate plans catering for different
assets, special dates or time periods.

(g) all essential resource requirements, their locations and any special access or
allocation requirements should be documented;
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(h) communication and consultation plans should be identified for key internal and
external stakeholders;

(i) contact lists should be provided for key employees, contractors, consultants,
suppliers, customers and other priority stakeholders; and

(i) accommodation and other facility arrangements should be detailed, including maps or
plans where necessary and should also be provided for alternate sites.

7
S
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SECTION 9 ESTABLISHING MAINTENANCE
PROCESSES

9.1 GENERAL

Organizational capabilities and plans developed through the BCM program must operate as
intended when called upon. Apart from Monitoring and Review activities to check ongoing
relevance and currency (refer to Section 10) some elements of the BCM arrangements (for

element is designed and those activities should be included in the design. Main
activities will address two main areas—

nance

(a) knowledge, skills and understanding; and

(b)  currency of information;

9.2 MAINTAINING KNOWLEDGE, SKILLS AND

testing, and exercising of knowledge and skills by applying levant scenarios and
simulations. The latter also contributes tg-6ngoing monitoring a iew of the adequacy

(a)
(b)
(c)
(d)
(e)
(f)
(9)

an identification of\previously undecumented requirements and practices employed in
i incident opdisruption;

fulfilling regulatory, contractual or organizational governance

There are a.pdmber of different types of exercise that can be undertaken. The decision as to
the suitability of the type of exercise will depend upon the context for BCM, the objectives
for the exercise, budget and participant availability and the tolerance of the organization to
operational disruption caused by holding the exercise.

DR09054 - 30/07/2009 14:28:43



DRAFT ONLY 35 DRAFT ONLY

The principal types of exercise are—

(i) desktop walkthrough, which aims to provide an enhanced understanding of the
components and structures of the plans through a review and guided discussion using
the plans;

(if) desktop review which combines a review of the plans in light of one or more
hypothetical disruption scenarios;

(iti) discussion exercise where questions are posed based on hypothetical disruption
scenarios;

(iv) full scale (deployment) exercise, which involves a ‘live’ activation of plans
a hypothetical scenario(s);

(v) recovery tests, which involves either closing down or removi
(vi) notification and communications call out involves the activa

(v) other approaches such as interviews, seminars and wo

9.3 CURRENCY OF INFORMATION

It is to be expected that some information forming part o
BCM arrangements will require routine updating. sh updating must be

9.4 DOCUMENTATION

BCM maintenance activitie
as part of the BCM 4 i and form of documentation meeting
governance, regulatory and ell as the specific needs of the BCM
i ide ingut to routine monitoring and review

and continuous improvement.
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SECTION 10 MONITORING AND REVIEW

10.1 PURPOSE

In addition to maintenance activities, all aspects of the BCM arrangements and their
planning and development require routine monitoring and periodic review to provide
assurance of ongoing relevance, readiness and effectiveness.

should provide confirmation and currency of—

(a) critical organizational objectives and accepted or stipulated performance levels;
(b) routine operating resource capabilities;

(c) locations of and interdependencies between stakeholders, critieal business functions,

processes, resources and the extended through chain;
(d)  vulnerabilities in the extended through chain;

(e) disruption related impacts upon the identified ions in both

financial and operational terms;
(f)  essential performance metrics such as the MAO, RTQ and RPO;

(g) roles and responsibilities within critical business function;

(h) contact details of key stakeholders;
(i)  options for alternate workarounds; and

(J)  the capabilities of existing plans to man
through the BIA.

e issues and_requirements identified

10.2 ASSURANCE

(i)  semi-structured staff checks and structured self assessments;

(i)  management review;

(iii) internal audit review; and
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(iv) external audit review.

Useful guidance on the design of assurance arrangements can be found in HB 436:2004 and
AS/NZS 5050.3.

Whatever combination of assurance activities are selected, they should, ultimately, provide
a comprehensive examination across all key aspects of the BCM program, the documented
plan(s) and the required capabilities.

7
S
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SECTION 11 COMMUNICATION AND
CONSULTATION

Developing effective communication and consultation with both internal and external
stakeholders at each stage of the BCM process is a necessary component of the BCM
process. It should therefore be planned from the outset, with the plan identifying
stakeholders, timelines, resource requirements and specific purposes.

cenand

Communication and consultation activities inform stakeholders about the existe

Clause 7.9).

Communications and consultation should be undertaken with 4
perception of risk can influence judgment and alter the
provided.
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SECTION 12 ACTIVATION AND
DEPLOYMENT

Following commencement of a potentially disruptive event, there are a range of actions that
should be considered in order to determine whether and when to activate and deploy the
plan(s), including—

(a) assessing the incident—

(i)  what has happened and how did it occur;
(if)  what impacts and new risks have been created;

(iti) what parts of the organization and which stakeholders have b
affected;

(iv) what is the anticipated duration of the incident and its impa
(v)  whether the event can be managed by routine manag
(b) evaluating the incident assessment against activation

(c) declaring an incident and activating the plan(s)
met;

(d) establishing the critical incident management teama
for stabilization, continuity and recovery activities;

conducting a debrief and identifying learning opportunities; and

ensuring good governance and collation and security of documentation generated
during the management and recovery from the incident.

**% END OF DRAFT ***
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