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PREFACE

This Standard was prepared by Standards Australia/Standards New Zealand Committee
OB-007, Risk Management.

The objective of this Standard is to provide a structure for a business cantin
management system (BCMS).

ity

environment (including its dependencies) in order to identify the sources of this type of risk
and the mechanisms through which the organization’ jectives can Be disrupted. Such

(a)

(b) arti hose which are most

(c)
(d)

throughout the Standard to denote any or all of these types of entity.
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[ Part 1: BCM ] [ Part 2: BCM ]
System Specification Practice Standard
Part 3: BCM
I Assurance Standard l

spiepuels WOg

Organizational
BCM Framework

Organizational BCM assurance
BCM System program

The term ‘informative’ has been used in\ this § e application of the
appendix to which it applies. An ‘informative® a for information and

guidance.
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STANDARDS AUSTRALIA/STANDARDS NEW ZEALAND

Australian/New Zealand Standard
Business continuity—Managing disruption related risk

Part 1: Specification

SECTION 1 SCOPE AND GEN

1.1 SCOPE

and maintain a BCMS, or requires third
continuity management.

The process-whereby all or a portion of the stabilization, business continuity or recovery
plans have been put into action.

1.3.2 Business continuity management context

A description of the organizational objectives, the parameters both within and outside the
organization within which its goals are pursued, the organization’s risk tolerance and the
stakeholders relevant to achieving business continuity.

DR09053 - 30/07/2009 14:08:24
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1.3.3 Business continuity plan

A collection of procedures and information that is developed, compiled and maintained in
readiness for use should an event occur which would otherwise disrupt the organization or
its through chain.

NOTE: The expression business continuity planning is often used to refer to those activities

associated with preparing documentation to assist in the continuing availability of property,
people and information and processes.

1.3.4 Business continuity management system (BCMS)

An overall management system, whether standalone or integrated
management system that establishes policy and objectives for k
management and provides the means to achieve those objectives.

1.3.5 Business impact analysis (BIA)

likelihood of capability loss over time.
NOTES:

escalating losses over time and effects on interdependencies, in ofder to provide senior
management with reliable data upon which to base decisions on risk treatment and planning
for stabilization, continuity and recove

2 Also referred to as business impact assessment.
1.3.6 Capability

Comprises the—

(a)

ledge, skills, etc of-people-and organizations, including the

ability (experience, kng

(b)

a final definable output.

2 A critical business function may involve a single structural unit of the organization, or may
involve activities across several structural units.

3 Assingle structural unit may have responsibility for one or more critical business functions.

DR09053 - 30/07/2009 14:08:24
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1.3.9 Disruption-related risk

The chance of experiencing consequences resulting from an event either within or exterior
to the organization that prevent or impair routine operations to such a scale as to be beyond
the capacity of the routine management approaches to resolve.

1.3.10 Emergency

An event, actual or imminent, which endangers or threatens to endanger f
achievement of the organization’s goals (including its compliance obligations) and
requires a significant and coordinated urgent response.

1.3.11 Event

Occurrence or change of a particular set of circumstances.
NOTES:
1 An event can be one or more occurrences, and can have several causes:
2 An event can consist of something not happening.
3 An event can sometimes be referred to as an ‘incident’ or “acci
4 An event without consequences may also be referrec
call’.

1.3.12 External context

1.3.14 Incident response

policigs, objectives, and the strategies that are in place to achieve them;
perceptions, values and culture;

(f)  standards and reference models adopted by the organization; and

(g9)  structures (e.g. governance, roles and accountabilities).

DR09053 - 30/07/2009 14:08:24
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1.3.16 Likelihood

Chance of something happening.

NOTE: This Standard uses the word ‘likelihood’ to refer to the chance of something happening,
whether defined, measured or determined objectively or subjectively, qualitatively or
quantitatively and described using general terms or mathematically (such as a probability or a
frequency over a given time period).

1.3.17 Maximum acceptable outage (MAO)

The maximum period of time that an organization can tolerate the disruptio ritical
business function, before its ability to achieve its objectives is adversely affected.

NOTE: Also known as maximum tolerable outage (MTO), maximum dow
tolerable period downtime (MTPD).

1.3.18 Recovery

of capability, or changed strategic direction.
1.3.19 Risk

Effect of uncertainty on objectives.
NOTES:
1 An effect is a deviation from the exp
2 Obijectives can have different aspects such a

DR09053 - 30/07/2009 14:08:24
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SECTION 2 THE BU
E

INESS CONTINUITY
MANAGEM S

S
NT YSTEM
2.1 GENERAL

The BCMS is a set of governance and strategic requirements, practices,
structures, controls, resources and other capabilities that enable an organizatior

satisfying the needs of key stakeholders.

The BCMS provides a structured and repeatable process thata
minimize or avoid disruption thereby preserving continuity o
continuing to achieve their critical business objectives

2.2 GENERAL REQUIREMENTS

The organization shall design, develop, implement, dc
improve a business continuity management system
requirements of this Standard.

system standards developed by the Int
is one of two approaches to managem

common features, comprising—

(a) policy;
(b) planning;
(c)

made with implementation of risk treatments and the ongoing readiness and relevance
the resulting controls; and

(iv) Act—Undertaking any necessary corrections and improvements to the management
system, based upon the outputs of ‘check’ above.

The PDCA cycle for the BCMS is illustrated in Figure 1. It is important to note that the
BCMS is an iterative process, and a PDCA cycle occurs as part of each of the stages of the
BCMS.

DR09053 - 30/07/2009 14:08:24
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Planning
("Plan’)
Policy
Understanding and awareness
Context
Framework
Risk Assessment

Maintenance and Improvement
("Act’)

Undertake ongoing maintenance
Implement required changes
identified in the performance

assessment

10

Communication and
consultation

Implementation and Operation
('Do’)

Disruption avoidance strategies
Disruption management strategies
Resources and interdependencies
Disruption communications

Documented plans
Documentation and control

Activation and deployment

FIGURE 1 \THE
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SECTION 3 PLANNING A

ND ESTABLISHING
THE BCMS FRAME

WORK
3.1 POLICY

The organization shall develop, document, promulgate and implement a poli
business continuity management system.

The policy shall—
(a) be established and approved by the organization’s senior manageyr
(b)
(c)
(d)
(e)
(f)
(9)

3.2 PLANNING

cluding org
critical to achieving

(e) key business continuity stakeholders; and
(f)  critical drivers for the BCMS.

DR09053 - 30/07/2009 14:08:24
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3.3.3 Adapting the governance and management frameworks of the organization

The organization shall ensure that its governance and management frameworks support the
following components of the BCMS:

(a) A BCMS scope.
(b) A BCMS policy.

(¢) A business case for the BCMS project (e.g. for the establishment of the
program (for the ongoing operation of the BCMS).

(d)  Project/program development and implementation plan for the
objectives, schedules and targets.

(e) Planning, capability development and capability improvementprQ
()  BCMS governance and reporting mechanisms.

(9) Infrastructure and resourcing.

(h) Individual and team responsibilities and capabilitje
(i)  Consultation and communication strategy and pro
(i) Monitoring, review and assurance mechanisms.
(k)  Incident response management.
3.3.4 Legal requirements

The organization shall ensure compliance of islati g y, contractual
and other legal requirements.

3.3.5 Documentation requirements

(h)  mechanizms for the backup of documents.

DR09053 - 30/07/2009 14:08:24
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SECTION 4 ES
UNDERSTAND

4.1 GENERAL

topics:

(a) A conceptual overview of the BCMS and its role wi
risk management approach.

(b) The organizational need for the BCMS.
(c) The composition, structure, framework, processes volvedH
(d)  The benefits the organization is expected to derive from

(e) Potential resource implications of ipr

()  Roles and responsibilities within‘the BCMS.

objectives.

DR09053 - 30/07/2009 14:08:24
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SECTION 5 RISK ASSESSMENT

The organization shall undertake an assessment of disruption related risks, involving the
identification, analysis (including business impact analysis) and evaluation of those risks.
The organization shall use risk assessment techniques that are robust, documented and
appropriate. The risk assessment should consider sources of risks and the performance, of
any controls in relation to those risks and compare the level of risk with the organization’s
risk criteria (which will reflect the organization’s appetite for risk) in order to‘determine the
need for and priority of risk treatments. Those risks that exceed the risk ctriteria should be
selected for a more detailed examination in the business impact analysis:

DR09053 - 30/07/2009 14:08:24
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SECTION 6 BUSINESS IMPACT ANALYSIS

Analysis should be made of the impacts (consequences) of disruption-related risks on the
critical business functions or other critical elements over a range of defined time periods
following the onset of the disruptive event. These critical elements include progesses,
systems, information, people, assets and other dependencies both inside and outside“the
organization. .

The risk criteria against which disruption-related risks are evaluated should consider the
sensitivities of each critical business function to different types of \
maximum acceptable outage times for those functions.

(a)
(b)

(c)

DR09053 - 30/07/2009 14:08:24
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SECTION 7 DEVELOPING TREATMENT
STRATEGIES

If the risk evaluation shows a need to reduce or otherwise treat the risk, the organization
shall identify, as appropriate, options for reducing the likelihood of disruptive eventsand or

organization should therefore consider treatments such as—

(a) avoiding the circumstances that can either cause or make the organization vulnerable
to disruptive events;

(b) taking measures to reduce the likelihood of disruptive events;

(c) reducing the impact (consequences) of events (or
consequences arising), by reducing the scale or duratig
sharing the risk (for example through insurance); and

(d) increasing the duration and likelihood of exposure

(i)  establishing alternate processes;
(i)  creating redundancy in processes;
(iii) creating redundancy in inventory;

(iv) enhancing people capabilities, includi

DR09053 - 30/07/2009 14:08:24



DRAFT ONLY 17 DRAFT ONLY

SECTION 8 IMPLEMENTATION AND
OPERATION

8.1 IMPLEMENTING TREATMENTS

The organization shall determine, allocate and if necessary prioritize the resources and
capabilities needed to implement the selected risk treatments. This includes those resgurces
capabilities required to be established pre-event (as part of preparedness) as avell as
arrangements for acquiring or accessing resources and capabilities that“will be required
during and post event, for stabilization, continuity and recovery.

The following types of resources should be considered:
(a) People.

(b) Information and data.

(c) Facilities and equipment.
(d) IT and telecommunications systems.
(e) Transportation.

(f)  Finances.

(g) Other assets and consumables.
(h)  Critical infrastructure access and availabih

(i)  Third party suppliers and contractors.

geographical locations that have been identified.
Plans shall consider the requirements for—

(@) initially responding to an incident, assessing the incident and managing any
immediate threats, harm or loss to people, property and information;

(b) ensuring the organization will have a minimal acceptable capability to achieve its
critical objectives; and

DR09053 - 30/07/2009 14:08:24
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(c) recovering from the effects of disruption and achieving the recovery objectives

8.4 DOCUMENTATION AND ITS CONTROL

The organization shall ensure that its risk management documentation includes the
information and data that is essential to the successful implementation and management of
the BCMS, and that there are processes for its control, including preparation, approval,
finalization, dissemination, storage, retrieval, protection, review, revision and dispasal.

8.5 ACTIVATION AND DEPLOYMENT

8.6 PERFORMANCE ASSESSMENT

The organization shall ensure that its risk managemen
and include monitoring and review of all matters covered
review of the BCMS itself.

effect.

DR09053 - 30/07/2009 14:08:24



DRAFT ONLY 19 DRAFT ONLY

SECTION 9 MONITORING AND REVIEW

9.1 GENERAL

Such activities may include—

(a) self assessment of the BCMS;

(b) independent audit of the BCMS;
(c) management review of the BCMS;
(d)
(e)
(f)
(9)

DR09053 - 30/07/2009 14:08:24
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SECTION 10 MAINTENANCE AND
IMPROVEMENT
10.1 MAINTENANCE PROCESSES

The organization shall establish, schedule and implement maintenance processes
and ensure the BCMS will function as intended.

10.2 MAINTAINING UNDERSTANDING

The organization shall establish processes that allow identified
appropriate internal and external stakeholders) to maintain their unge

(a) the BCMS;
(b) the risk management context including critical objecti
(c) disruption-related risks;
(d) capabilities of the organization on which busines

(e) roles and responsibilities.

10.3 EXERCISING

(including those identified by the monitoring and review

0 be pursued.

DR09053 - 30/07/2009 14:08:24
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APPENDIX A
STRUCTURE OF THIS STANDARD

(Informative)

Although this Standard which concerns management of disruption-related risk has begen

developed in conformity with ISO 31000:2009, its structure is also broadly co ith
the common elements of management system standards (MSS) as presen in
ISO Guide 72:2001. Table A1 illustrates the alignment of this Standard

elements.

TABLE Al

ALIGNMENT OF THE BCMS SPECIFICATION STANDARD WITH
MSS MAIN SUBJECTS AND COMMON ELEMENTS

PDCA | MSS main subject and common element AS/NZS 505(1—200>§/el/emen>(section #)
Policy Policy (§X
Planning Planning (3)

Identification of needs, requirements and
analysis of critical issues

Selection of significant issues to be
addressed

Plan Setting of identification of resource
objectives and targets

Identification of organizational structuke,
roles, responsibilities and authorities

Planning of operati cesses

Contingencmreseeable

events

Imple@zﬁtioyd/oper ion L\ %gvgpleme tation and operation: developing
capabilities (8)

Marfagement of human resources Dean and analysing disruption management
strategies (7)

tablishing resources and interdependencies (7, 8)

thé framework

Do Management of other resources Developing documented plans (7, 8)
Activation and deployment (7, 8)
Docume\ntqtion zhwq its con}ﬁgl Documentation and its control (7, 8)
T@mmunica}kon Developing disruption communications (7, 8)
Relaﬁ%ﬁship Wh suppw Establishing resources and interdependencies (7, 8)
contractors
PerformaP\ce assé\ssment Performance assessment (8)
Chee Monitoring and measuring
Analysing and handling nonconformities Monitoring and review (9)
%yste audits
Im rovemgrﬁ Improvement (10)
Correctjaﬁz action Establishing maintenance activities (10)
Act \{rewﬁtive action Maintaining understanding (10)

Maintaining performance (10)
Exercising (10)
Management review Management review (10)

Continual improvement

**% END OF DRAFT ***
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